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Introduction
[bookmark: _Hlk48546668]As we are working increasingly online it is essential that we ensure that young people and adults who may be vulnerable are safeguarded from online harm.  We need to understand the risks associated with using technology, including social media, of bullying, grooming, exploiting, radicalising or abusing young people and vulnerable adults. We must ensure we have well-developed strategies in place to keep learners safe and to support them to develop their own understanding of these risks and in learning how to keep themselves and others safe. We must take action immediately if we are concerned about bullying or radicalisation taking place.

This tool defines the essential principles of online safeguarding for Adult Community Learning providers. Each of these can be assessed and graded at the levels below by deciding from the descriptors which one fits current practice. Once you have completed this, the information can be used to inform, review and develop the organisations Safeguarding and Prevent RA and action plan. The higher levels will give some guidance on how policy and practice can be improved.


	Feature Definitions

	Level 0 - Reactive

	There is no policy or practice in place and issues are only dealt with reactively.

	Level 1 – Basic

	The organisation has basic policies and practices in place to respond to incidents as they occur. They strive to respond effectively in a timely and appropriate manner.

	Level 2 – Embedded

	The organisation has policies and established practices in place that are embedded across the organisation. This allows it to be pro-active and pre-emptive to online safeguarding incidents, as well as responding appropriately and effectively.

	Level 3 - Holistic

	The organisation has a well-established and clearly communicated culture across the organisation. Policies and practices are progressive and pro-active, and deal with online safeguarding incidents pre-emptively. The policies and practices of incident response consider broader aspects of prevention, such as well-being and resilience


	1. Aspect of On-line safety being considered: Staff Training
How and which staff roles are given training and what does the training include, how often is it delivered. 


	Staff Training: 
Level 1

Internal staff members deliver online safeguarding as part of new employees’ induction. Training informs staff of relevant policies and how to respond to online safeguarding incidents. There is no organised awareness raising of local issues such as Far-right extremism and knife crime.

	Level 2 

Internal staff members deliver online safeguarding as part of new employees’ induction. Update training is delivered regularly for staff with safeguarding responsibilities. Training informs staff of relevant policies and how to respond to online safeguarding incidents.
All safeguarding-related training (for example Prevent, domestic violence and consent) includes online elements and how these issues can be mitigated. Training highlights how online risks can be recognised and how they can be reported. The programme covers a range of issues such as indecent images, and coercive control through social media using a variety of traditional and virtual resources (e.g. posters, newsletters, leaflets, videos and links).

	Level 3 

Internal staff members deliver online safeguarding as part of new employees’ induction. Update training is delivered regularly for staff with safeguarding responsibilities. Resources are made available to all staff so they can update knowledge as part of CPD. Training makes staff aware of relevant policies and how to respond to online safeguarding incidents. The programme covers a range of issues such as, indecent images, and coercive control through social media using a variety of traditional and virtual resources (e.g. posters, newsletters, leaflets, videos and links)
All safeguarding-related training (for example, Prevent) includes online elements and how these issues can be mitigated. Training highlights how online risks can be recognised and how they can be reported. Training also includes approaches to rectification of harms, such as use of the Right to be Forgotten.
Training links with external stakeholders (for example police, adult social care, public health) and is delivered by them where necessary.

	Our Level: Comments and actions












	2. Aspect of On-line safety being considered: Learner engagement
How does the organisation involve learners in delivering practice related to online safeguarding? Are learners represented at all levels of online safeguarding practice?


	Learner engagement: 
Level 1

Learners are consulted regarding online safeguarding issues and incidents only when it concerns them. 

	Level 2

Online issues are discussed at committees that have constant learner representation, for example E&D and Safeguarding. Learners input is sought in the development of policy, curriculum and awareness raising.

	Level 3

Online safeguarding is viewed as being collaborative work between learners and the organisation, their views and experiences are sought in the development of policy, curriculum and awareness raising. Online issues and concerns are a standing item on committees, with discussions centred on preventing incidents and monitoring effectiveness of strategies proactively as well as reactively. These committees also have external stakeholder representation in addition to learner representation.

	Our Level: Comments and actions: 






	3. Aspect of On-line safety being considered: Reporting/Incident response
Reporting - What provision is there for reporting online safeguarding incidents or concerns across the organisation? How are staff and other stakeholders made aware of these reporting routes?


	Reporting Level 1. 

There is some basic information available on how to report online issues. Responses have no clearly defined workflow.

	Level 2. 

There is detailed information about how to report online issues with a clearly defined workflow which outlines who reports should be made to, how and what happens after a report is made. The workflow includes disciplinary routes and referrals internally and externally. Information is also available in a variety of formats. Reports may be anonymised and reported to committees as part of the monitoring progress.

	Level 3. 

Students and staff know how and where to appropriately report concerns. The information is regularly updated, and mechanisms are in place to ensure that information is up to date. Reports are monitored on an ongoing basis. Used anonymously to inform both new interventions for safeguarding and to increase effectiveness of awareness-raising and staff training on an ongoing basis. All staff are familiar with the incident response processes, how they are applied, and where to get help if support is needed.


	Our Level: Comments and actions:











	4. Aspect of On-line safety being considered: Prevent

	Prevent:
 Level 1. 

There is an organisational Prevent and Safeguarding Strategy and Implementation Plan in place and staff have completed the statutory staff training. There is a single point of contact for Prevent whom staff are aware of.

	Level 2. 

There is an organisational Prevent and Safeguarding Strategy and Implementation Plan in place and staff have completed the statutory staff training. There is a single point of contact for Prevent whom staff are aware of who will link with the local Prevent team to make referrals. Staff updates include local Prevent risks such as far-right extremism. Staff have some training in British Values

	Level 3. 

There is an organisational Prevent and Safeguarding Strategy and Implementation Plan in place which is regularly reviewed and updated. There is a single point of contact for Prevent whom staff are aware off. Staff have completed the statutory staff training and are also kept up to date of local issues and risks around radicalisation such as far-right extremism. Staff updates include the increase in online radicalisation and other current issues such as conspiracy theories. 
Staff have training in British Values. Tutors are confident in having discussions and challenging inappropriate comments.The use of teaching and learning promotes British Values and enables learners to increase their resilience, and develop the skills and knowledge to challenge terrorist ideologies, 
Staff are able to recognise the signs of radicalisation and support with preventing people from being drawn into terrorism by referring concerns which are then reported to the local Prevent Team.  
There is a single point of contact for Prevent whom staff are aware off who will link with the local Prevent team to make referrals.  There are links with relevent organisations such as the LA, and the DfE Co-ordinator for Prevent, networking and training and support takes place through these contacts.


	Our Level: Comments and actions:








	5. Aspect of On-line safety being considered: Curriculum
Are issues such as online harassment, image-based abuse, bullying and dangers of radicalisation imbedded in the curriculum? Are online behaviours delivered within the curriculum?

	Curriculum:
Level 1. 

Information on online safeguarding is given as a part of an induction activity by tutors were relevant and is made available via online platforms and in learner information areas (for example notice boards).

	Level 2. 

Information on online safeguarding is delivered as part of the curriculum for all learners. Up to date information is made explicitly available and promoted. Curriculum includes details of rights and legislation around online abuse, where to report, and what to expect in response to incidents


	Level 3. 

Information on online safeguarding is delivered as part of the curriculum for all learners. Curriculum is informed by emerging research and regularly reviewed. Up to date and accessible information is made explicitly available and promoted by all Managers and staff. Curriculum includes details of rights and legislation around online abuse, and wider related topics such as data protection and the right to be forgotten. The curriculum should also include where to report and what to expect in response to incidents.
Curriculum opportunities are used to facilitate the exchange of opinions and  ideas and promote British values.

	Our Level: Comments and actions:






	6. Aspect of technology being considered, Wellbeing: 
How is the wellbeing of learners and staff considered when working online? How are vulnerable learners identified and supported when needed? Are staff supported to work remotely and is their wellbeing prioritised. Are online safeguarding concerns part of initial assessment when learners enrol.

	Level 1
 
Staff have some understanding of online safeguarding and recognising online abuse.

	Level 2 

Staff are trained in recognising online abuse and what to do. Learners are offered Welfare forms to complete at the start of their programme. There is limited support for staff welfare, which is discussed at infrequent one to ones with managers  

	Level 3 

All staff have training on online abuse. There is a team of pastoral staff who are trained in assessing digital wellbeing. Online issues and concerns are discussed regularly with staff and learners. Assessment takes place and includes detailed consideration of online elements such as digital wellbeing, relationships, screen time, use of technology including apps and platforms that are used. Learners are offered Welfare forms to complete at the start of their programme, these are monitored by pastoral care staff for safeguarding concerns.

The organisation has support systems in place for wellbeing, such as an area on the VLE signposting learners to other support organisations. Safeguarding Designated Leads are also able to refer on to appropriate external organisations. Both learners and staff know who to go to when needing support. Wellbeing of staff is taken seriously within the organisation and counselling services are available. At regular one to one meetings with staff, the staff members welfare is discussed and recorded.



	Our Level: Comments and actions:






	7. Aspect of On-line safety being considered: Anti-bullying/harassment policy Institutional anti-bullying/harassment policies should also consider online elements to bullying and harassment, how they are tackled and how sanctions are brought into play.


	Anti-bullying/harassment: 
Level 1.

A basic policy is in place to meet the requirements of bullying and harassment. It includes definitions of bullying and harassment, and how digital technology can play a role in these. It should also specify how the Institution will respond to bullying and harassment concerns.

	Level 2 

A detailed policy is in place to address bullying and harassment issues. It includes definitions of bullying, harassment and image-based abuse, and how digital technology can play a role in these. Other policies and procedures are referred to such as staff& learner code of conduct, acceptable usage and disciplinary. It should also specify how the institution will respond to bullying and harassment concerns, Stakeholders will be given polices and be aware of how they are applied


	Level 3 

A detailed policy is in place to address bullying and harassment issues. It includes definitions of bullying, harassment and image-based abuse, and how digital technology can play a role in these. Other policies and procedures are referred to such as staff& learner code of conduct, acceptable usage and disciplinary. It should also specify how the institution will respond to bullying and harassment concerns. Stakeholders will be given polices and be aware of how they are applied. The policy is informed by internal and external partners, learners and staff and external agencies. SLT regularly reviews the policy, using data collected by the institution on bullying and harassment incidents. Policy relates to institutional practices for safeguarding and student well-being.


	Our Level: Comments and actions





	8. Aspect of On-line safety being considered: Equality and diversity policy
Within this policy there may be elements related to hate crime with an online aspect that need to be considered. Specifically, consideration needs to be made around students with ‘protected characteristics’ – including age, disability, gender, gender reassignment, marriage and civil partnership, pregnancy and maternity, race and ethnicity, religion or belief, and sexual orientation. Acknowledgement should be made in the policy to how protected characteristics may place students at great risk.

	Equality and diversity policy: 
Level 1. 
The Equality and Diversity Policy considers online elements to hate crime and how the institution responds to them.

	Level 2 

The Equality and Diversity Policy considers online elements to hate crime in detail and how the institution responds to them. The policy clearly relates online incidents to other policies (such as online safeguarding and anti-bullying) and differentiates those that might incorporate aspects of hate crime, stating why they should be tackled in order to incorporate equality and diversity into hate crime legislation. The policy considers escalating online hate incidents to other agencies (e.g. police).

	Level 3 

The Equality and Diversity Policy considers online elements to hate crime in detail and how the institution responds to them. The policy has prevention strategies in place through raising awareness of local and national campaigns and education programmes. It clearly relates online incidents to other policies (such as online safeguarding and anti-bullying) and differentiates those that might incorporate aspects of hate crime, stating why they should be tackled in order to incorporate equality and diversity into hate crime legislation. The policy considers escalating online hate incidents to other agencies (e.g. police).
The policy relates to other aspects of college practice, such as student well-being, and engages readily with both internal and external stakeholders (GPs, adult mental health services, police).

	Our Level: Comments and actions



	9. Aspect of On-line safety being considered: Governance structure
This details the staff responsible for governance related to online safeguarding, which may include responsibility in the SLT, central teams, , external statutory partners (e.g. adult mental health, GPs, police, adult safeguarding), and non-statutory bodies (e.g. rape crisis, domestic abuse agencies, faith and race-based support organisations, Revenge Porn Helpline)

	Governance structure: 
Level 1. 

There is a basic structure in place that identifies key roles in online safeguarding across the organisation, the staff members in those roles, and what is expected of them. There are clear lines of communication, so staff know who to report online safeguarding matters to.


	Level 2

There is a basic structure in place that identifies key roles in online safeguarding across the organisation, the staff members in those roles, and what is expected of them. There are clear lines of communication, so staff know who to report online safeguarding matters to. 
The structure should also include external stakeholders and partners. 

	Level 3 

There is a basic structure in place that identifies key roles in online safeguarding across the organisation, the staff members in those roles, and what is expected of them. There are clear lines of communication, so staff know who to report online safeguarding matters to. 
The structure should also include external stakeholders and partners. Expectations of external agencies are clearly defined, as are lines of communication and when they should be involved in online safeguarding incidents, so that governance can be applied in a consistent manner. Consideration should be made to link with the local adult safeguarding board where appropriate. 


	Our Level: Comments and actions 




	10.  Aspect of On-line safety being considered: Learner code of conduct/acceptable usage policy
This defines expectations of student behaviour and is signed by enrolling students. The code of conduct should clearly state the expectations of students online as well as offline, and the consequences of failing to adhere to these standards.


	Regulations for learner/learner code of conduct/acceptable usage policy: 
Level 1. 

There is a basic code of conduct in place to cover expectations of student behaviour online and offline, and the consequences of failing to meet such expectations.

	Level 2 

There is a basic code of conduct in place to cover expectations of student behaviour online and offline, and the consequences of failing to meet such expectations. Policy is detailed in terms of expectations and sanctions. Stakeholders are aware of the code and how it can be applied.


	Level 3 

There is a basic code of conduct in place to cover expectations of student behaviour online and offline, and the consequences of failing to meet such expectations. Policy is detailed in terms of expectations and sanctions. Stakeholders are aware of the code and how it can be applied. The code is informed by emerging trends and student disciplinary data and is frequently reviewed and updated by SLT with input from staff and learners. Students are kept informed of these updates


	Our Level: Comments and actions









	11. Aspect of On-line safety being considered: Safeguarding policy
Online safeguarding should be included either within the safeguarding policy or as a standalone ‘online safeguarding policy’. The safeguarding policy should be the overarching policy relating to core expectations around online safeguarding. The policy should determine the definitions of behaviours, such as online abuse and harassment, image-based abuse, identity fraud and exploitation. It should detail expected standards of conduct across staff and student bodies, alongside sanctions for those who breach these standards.


	Safeguarding: 
Level 1. 

A basic policy is in place to meet the requirements of online safeguarding. It includes definitions of online issues such as harassment, image-based abuse, identity fraud and exploitation. It details how the university will respond to safeguarding concerns.

	Level 2 

A basic policy is in place to meet the requirements of online safeguarding. It includes definitions of online issues such as harassment, image-based abuse, identity fraud and exploitation. It details how the university will respond to safeguarding concerns. Policies that include image-based abuse (a specific form of online abuse that relates to the non-consensual sharing of indecent or sexual images by members of the institution) should clearly consider the levels of intervention and sanction for image-based abuse, thresholds for law enforcement intervention, and student support for victims of this form of harm.
The safeguarding policy refers to other policies such as student and staff code of conduct/acceptable use, bullying, dignity at work/study policies and disciplinary procedures. Stakeholders are aware of the policy and how it can be applied."

	Level 3 

A basic policy is in place to meet the requirements of online safeguarding. It includes definitions of online issues such as harassment, image-based abuse, identity fraud and exploitation. It details how the university will respond to safeguarding concerns. Policies that include image-based abuse (a specific form of online abuse that relates to the non-consensual sharing of indecent or sexual images by members of the institution) should clearly consider the levels of intervention and sanction for image-based abuse, thresholds for law enforcement intervention, and student support for victims of this form of harm.
Stakeholders will be given polices and be aware of how they are applied. The policy is informed by internal and external partners, learners and staff and external agencies. SLT regularly reviews the policy, using data collected by the institution on safeguarding incidents. Policy relates to institutional practices for bullying and harassment, Prevent and student well-being."

	Our Level: Comments and actions







	12. Aspect of technology being considered Appropriate Filtering: 
The organisations use of tools to monitor internet access across its networks and consider the use of filtering where necessary. Care should be taken to reflect the nature of the users across networks (i.e. generally adult) and the risk of over blocking legal content. However, the systems should be clear in addressing illegal content (for example Internet Watch Foundation’s blacklist, Child Abuse Image Content).


	Level 1 - Basic
The organisation has filtering and monitoring in place that is appropriate for their learners and staff users. Technology exists to block illegal content (e.g. Internet Watch Foundation blacklist) and other ‘harmful’ content based upon policy. Users are made aware of the monitoring policy.


	Level 2 - Embedded

The organisation has filtering and monitoring in place that is appropriate for their learners and staff use. Technology exists to block illegal content (e.g. Internet Watch Foundation blacklist) and other ‘harmful’ content based upon policy. Users are made aware of the monitoring policy and reports generated to track and deal with misuse. Filtering policy/practice Is open and transparent and regularly reviewed.


	Level 3- Holistic

The organisation has filtering and monitoring in place that is appropriate for learner and staff use. Technology exists to block illegal content (e.g. Internet Watch Foundation blacklist) and other ‘harmful’ content based upon institutional policy. Users are made aware of the monitoring policy and reports generated to track and deal with misuse. Filtering policy/practice Is open and transparent and regularly reviewed. Filtering is real time and instantly will report concerning access to harmful material this may include , the re[porting and protection of access to terrorist material or materials that might lead into terrorism (as defined in the Counter Terrorism and Securities Act 2015), pornography or material that could contravene the Equality Act. 
Filtering is managed and monitored real time. Administrator can block social media use and set and read only on internal server. Users are made aware of the monitoring policy and practice as well associated sanctions, how and when alerts are raised, and lines of communication in the case of an alert. 
Filtering for websites is differentiated and managed on individual/group need (except illegal material). Users are aware of the process on how to request change of access or unblocking of read only access for sites.

	Our Level: Comments and actions




















	13. Aspect of technology being considered BYOD: How does the infrastructure of the organisation manage student and staffs’ own devices when added to their networks, ensuring similar levels of monitoring and filtering related to safeguarding? Is technology in place to monitor app-based access, e.g. live streaming?


	Level 1- Basic

The organisation has a clearly defined policy relating to how learners and staff use technical resources (for example internet access) via their own personal devices on the network.



	Level 2- Embedded

The organisation has a clearly defined policy relating to how learners use technical resources (e.g. internet access) via their own personal devices on the institutions network. The policy makes clear the use of the filtering process to manage information accessed while using these devices via resources.

	Level 3- Holistic.

The organisation has clear policy defined relating to how learners use institutional technical resources (e.g. internet access) via their own personal devices on the network. The policy makes clear the use of the filtering process to manage information accessed while using these devices via resources.
Filtering and monitoring are compatible with different apps and can manage access on the network. Filtering and monitoring 
 

	Our Level: Comments and actions








	Aspect of technology being considered overall management of institutions IoT online devices: How the organisation manages the broader range of internet-enabled devices that might be used across the networks, and how to ensure these devices cannot be used for harm. For example, remote access to thermostats, live streaming drones and tracking devices.


	Level 1- Basic

The organisation has a clearly defined policy related to what IoT devices can be used on the networks. The policy identifies IoT devices and how they will be managed while accessing the institutions networks. 


	Level 2- Embedded

The organisation has a clearly defined policy related to what IoT devices can be used on the institutions networks. The policy identifies IoT devices and how they will be managed while accessing the networks. Clear terms of use are set out in the policy and communicated to staff and learners.


	Level 3- Holistic

The organisation has a clearly defined policy related to what IoT devices can be used on the networks. The policy identifies IoT devices and how they will be managed while accessing the institutions networks. Clear terms of use are set out in the policy and communicated to staff and learners.

Sanctions for misuse are clearly defined and communicated in relation to safeguarding matters.
There is an understanding of how IoT devices can be used in related to abuse, this understanding should be reflected in disciplinary procedures. Staff training should include training to raise awareness of the potential for IoT devices to be used to carry out abuse.

	Our level – Comments and actions
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